MpunoxeHune

K npukasy MALOY Ned4 «CepebpsaHoe
KOMbITLE»

oT «30» aBrycta 2022 r. Ne 146-O[_

MOJTOXKEHWE
06 obecneyeHUM 6e30MaCHOCTM NEPCOHasNIbHbIX AaHHbIX,
obpabaTbiBaeMbIX B UHPOPMALMOHHbBIX CUCTEMax NepPcoHasibHbIX AaHHbIX
MALOY Ne44 «CepebpsAHOe KOMbITLE»

1. TepMuHbI 1 onpegeneHUsA

1.1. ABTOMaTu3MpoBaHHas o006paboTka MEepCOHaNbHbIX  AaHHbIX -  06paboTka
nepcoHanbHbIX AaHHbIX C MOMOLLbIO CPEACTB BbIYNCANTENbHOW TEXHUKMN.

1.2. bnokMpoBaHMe MNepCoHaNbHbIX [aHHbIX — BPEMEHHOE MpeKpalleHne 06paboTKu
nepcoHabHbIX AaHHbIX (3a UCKNKYeHEM CyYaeB, ecnn 06paboTka HeobxoLMMa A48 YTOUHEHUS
NepcoHaNbHbIX [aHHbIX).

1.3. ObpaboTka nepcoHaNbHbIX fdaHHbIX — nb6oe fencTsme (onepauus) wnu
COBOKYMHOCTb fielcTBMIA (Onepawmii), CoBepLLaeMbIX C UCNO/b30BaHNEM CPeACTB aBTOMaTM3auum
nnn 6e3 UCNonb30BaHUA TaKUX CPefCTB C MEpPCOHaNbHbIMWU AaHHbIMW, BK/O4Yas c6op, 3anuch,
cucTemaTmsaluio, HakomnaeHue, XpaneHune, ytoyHeHne (06HOBMEHME, U3MEHEHNWE), U3BNEYEHNE,
ncnonb3oBaHue, nepegadvy (pacnpocTpaHeHWe, MpeAocTaBfieHne, [OCTyn), 06e31M4MBaHue,
6noKMpoBaHWe, yaaneHne, YHUUTOXeHWE NePCOHabHbIX JaHHbIX.

1.4. OCHOBHble TEXHMUYECKNE CPeLCTBa U CUCTEMbl —TeXHUYECKNe CPeacTBa U CUCTEMSI, a
TaKKe X KOMMYHMKaL MK, NCNO/b3yemble Ana 06paboTKM, XpaHeHUs 1 nepeayn NepcoHasbHbIX
JaHHbIX.

1.5. OnepaTop —roCyfapCTBEHHbIA OpraH, MyHUUWNanbHbIA OpraH, HOPUANYECcKoe WAn
(hM3MYecKoe NNLO, CaMOCTOATEIbHO WX COBMECTHO C APYTUMW NULAMK OpraHusyolme n (nnm)
ocylLecTBnsOLWMe 06paboTKy NepCcoHabHbIX AaHHbIX, a TaKXKe onpejenstoLne Lenm o6paboTku
MepPCOHa/IbHbIX AaHHbIX, COCTaB MEPCOHa/IbHbIX [aHHbIX, Mogfexawmx obpaboTke, LencTBUA
(onepaymu), coBepLUaemble ¢ NepcoHanbHbIMU LaHHbIMU.

1.6. MepcoHanbHble faHHbIe - N0bas NHHopMaLmMs, 0THOCALLAACA K MPSMO UM KOCBEHHO
onpegeneHHOMY, AKX onpeaensieMomy usnyeckomy nuuy (Cy6bLekTy NepcoHanbHbIX AaHHbIX);

1.7. MNpegocTaBneHne NepcoHanbHbIX AaHHbIX - AEWCTBMS, HarnpaB/ieHHble Ha PacKpbITHE
NnepcoHanbHbIX JaHHbIX ONPefeneHHOMY NNLY UK OnpefLeneHHOMY Kpyry nuu,.

1.8. PacnpocTpaHeHue NepcoHasbHbIX JaHHbIX —eACTBUA, HanpaB/leHHble Ha PacKpbITHE
MepPCcOHa/bHbIX JaHHbIX HEOMPEAENEHHOMY KpYry Nn.

1.9. YHNUTOXEHMEe NepCOHaNbHbIX [AaHHbIX — [EACTBUSA, B pe3ynbTaTte KOTOPbIX
CTaHOBUTCA  HEBO3MOXHbIM  BOCCTaHOBUTb  COAepXaHWe  MNepcoHasbHbIX  [aHHbIX B
MH(OPMALMOHHON CUCTEME  MEePCOHa/bl: bIX AaHHbIX W (UK) B pe3y/nbTaTe KOTOPbIX
YHUUTOXAKTCA MaTepuasibHble HOCUTENN NepPCOHaNbHbIX JaHHbIX.

2. 05;aHe NonoXeHns

_ Hactoswee [Moncrnenve o6 obecrneyeHun 6e€30MaCHOCTU MePCOHaNbHbIX [AaHHbIX,
0bpabaTbiBaeMbIX B NH(OPMALMOHHBIX cucTemax NnepcoHanbHbIX LaHHbIX
M*[00> J1»44 «CepebpsaHoe © nnatue» (biwee - onoxeHne), paspaboTaHO B COOTBETCTBUM C
3aKoHogartenbcTBOM Poccninexoll ®egepaunn 0 NepcoHaNbHbIX AaHHbIX (ganee - TMAOH) u©



3

HOPMAaTMBHbIMW MPABOBbIMU aKTaMu (METOAMYECKUMU [OKYMEHTaMU) (efepasibHbiX OpraHoB
WCMOMHUTENbHOW BMacTM NO Bonpocam 6esonacHocTm [MAH npu  mx 06paboTke B
NH(OPMALMOHHBIX CUCTEMAX MEPCOHaNbHbIX AaHHbIX (ganee —ICT14H).

. 2.2. HacTtosuee [MonoxeHne onpegenser COCTaB U cofep)kaHWe OpraHM3aLMOHHbIX W
TEXHUYECKUX Mep Mo obecneyeHunto 6esonacHoctu MNAH npu nx obpadoTtke B NCIMAH.

2.3. TonoxeHune 06s3aTenbHO ans NCMONHEeHNA BCEMU paboTHUKaMm

MAZLOY Ne44 «CepebpsiHoe KoMbITMC» (danee - YupexpaeHue), HenocpeacTBEHHO
ocyllecTBasOWMMN 3awuTy MAH, obpabatbiBaembix B VICT1OH.

3. Lenu n3agaum obecneyeHns 6e30MacHOCTU NePCOHasIbHbIX JaHHbIX

3.1. OcHOBHOI Lenblo obecneyeHns 6esonacHocTu MAH, npn ux obpabotke B VICMAH,
aBnseTca 3awmuta MAH OT HeNpaBOMEPHOrO WKW CAyYaliHOrO AOCTYMa K HWUM, YHUYTOXEHWS,
N3MeHeHUns, 6NOKMPOBaHNA, KOAUPOBAHUA, NPeAOoCTaBeHns, pacnpocTpaHerHuns MAH, a Takxke ot
WHbIX HEMPaBOMEPHbIX LeNCTBUIA B OTHOLIEHUN T1H.

3.2. 3afjaueli, KOTOpPY HeO6XOAMMO pelunTb AN AOCTUXKEHUS MOCTaB/IEHHOW Lenu,
ABnseTca obecneyeHme 6esonacHocTn MAH npy nx obpaboTke B MCIMAH ¢ NOMOLbIO CUCTEMBI
3aWNTbl NepPCOHaNbHbIX daHw % 'annc?6- CLUATT).

33. C3MAH BkoyaeT B Cebs OpraHM3auMoHHble, (u3nyeckne n (MNKM) TeXHUYECKne
«epbl. ucrnonbsyemoix 8 C! I; "

4. OCHOBHbI€ NPUHLMMbI NOCTPOEHUSA CUCTEMbI 3aLMUTbI MH(POPMaL MM

4.1. C3IN[JH OCHOBbLIBAETCA Ha CNeAyroLWmMX NpuHLmMnax:
- CUCTEMHOCTH,
— KOMMJIEKCHOCTH;
- HenpepbIBHOCTY 3aT. :IThbl;
- pasymMHoM gocTato 1lrocty;

- TMbKoCTY;
- NPOCTOTbI NpPUMC! HV 1A CpesCTp. 3aluTbl MH(opMaLmmn (ganee - C3UM).
4-2- TlpyHUMN  CUCTEMHOCTW -  MpeanonaraeT yyeT BCEX  B3aMMOCBA3AHHbIX,

B« "IENCTBYOLWNX N WUIMEHAIOLWNXCA BO BPEMEHU 3/1EMEHTOB, YC/IOBUMA W (HAKTOPOB,
[N15 NOHUMaHUA U peLleHns Npobnembl obecrneyveHns 6esonacHocTy MAH.

43. [lpuHuMn KOMMMEKTHOCTM - npeanonaraet, 4yto C3M[AH A0/MKHA BKIKOYATb
LAOKYMNHOCTb O0OBEKTOB 3aWuTbl, CW1 W CPeAacTs, MNPUHUMAeMbIX Mep, MNPOBOAUMbIX
M®GOUHTUA ¥ felcTBMIA NO obecneveHMo 6esonacHOCTM MAH OT BO3MOXHbIX Yrpo3 BCEMMU
JKKTp 3Hba H 3aKOHHbIMMW CpPeAc rnamun, METOAaMun 1 MEPONPUATUSMN.

44  TpHWLWN HeNpPepbT YOETKM 3aT/IUTbl - 3TO Npouecc obecneveHns 6esonacHocTy MAH,
BC A€N3/IKUbIH TYT: OM, OTBErcreeHHbIM 3a ob6ecnedyeHue 6e3onacHoctu TMAH B

BOVOOTHAKAMH BCEX  -OBHeld. 3TO He TONbKO U He CTO/bKO NpoLeaypa Uv rnonmtuka,
BE3YBCTaMeTCs BOT-AENEeHHbIA OTPE30K BPEMEHM WA COBOKYMHOCTb C3W, CKO/IbKO

n MOCTOSHHO UATW Ha BCEX YPOBHAX BHYTPU YUPEXAEHMWS, N KaKablii
npunm- ; LNCcTre B 3TOM npouecce.
--  [MTt- T ' l0CTaTOo4:0CTM - MpeanonaraeT COOTBETCTBYME YPOBHSA 3aTpaT Ha

OV LEHHOCTW  MH(OPMALMOHHBIX PECcypcoB W BeNMYMHe
M YL BpO/N OT UX pa’« mmameH/sl YyTpaThl, YTEUKN, YHUUTOXEHNA N UCKaXKEHUS.



4.6. .MpuHunn rn6koe: - C3MAH
BHELLHeli cpe/bl U YC0BUM O:

4.7. TlpvHUMN npocTo

-0/)Ha ObITb CNOCO6HA pearnpoBaTb Ha U3MEHEHUA

'ccTBnCN:1 CBOEI AeATENbHOCTW.
npume:mnHa C3U -

MeXaHN3Mbl 3alUThbl

[O/MKHbI  BbITb

MHTYWTUBHO MOHSTHBI M npoc! - /1npume! BHA MpumeHeHre C3U He JO/MKHO ObITh CBA3AHO CO

3HaHMEeM KaKux-nnbo $3blKon

TaKXKe He [I0MKHO TpebosaTh :  O/MCLIM.
5. OcHOBHble Meponipnr 1 M0 00C°
51. [na obecneyen!n 3awnTel
cnefytoLme MeponpusaTUm::
onpegeneHune' NI
onpeeneHve ypo n  3awna
peanu3auus vpaH: m  asrpniwll
nons3osatene!! 1 TH;
orpaHuyeHue ;-0 1 ® "
cpeacTean cucre: 1 TN
y4eT 1 xpaneHme ' €HIX MH
opraHusaums ;O [por
nporpaMmMHoro o N mnH'a
opraHusaums nup o 3aH:
opraHusauma almn 'mcHon
opraHusauus onn nm
ncnonb3oBaHue '
o6HapyxeHue pa: - TP
KOHTPO/b 3a npur B
nnaHMpoBaHne ?K Lnaruu
ynpasfieHue (an.'..; * '7HOen
ynpaBfieHNe Ko:::n Rl
pearnpoBaHue : n L[ 1e
NHHOPMUPOBAHNM n o
5.2. OnpegenexHvie oTB cera'bn
5.2.1. 3a Bonpoc: :  n:Hen;
0TBEYaloT:
AvpekTtop.
OTBeTcTBeH!". -, CIUEY
opraHu3auuto ral
m OTBeTe..» b -
oTBevatoT:!:!
pyHKunor O T
- AgmLuLuc u
“cnonb3n
yCTaHN n

OnpepeneH

;T Tpe6o nb [OMOMHUTENbHBIX 3aTpaT Ha eé NnpuMeHeHuwe, a
-p/TMNMbIX MANONOHATHBLIX OnepaLuia.

eyeLno 6e30NacHOCTU NepcoHanbHbIX JaHHbIX

10n, o6pabatbiBaembix B WCIIAH,

npoBoAATCA
me OCyLLeCTBNATL 06paboTky MAH;

MHbIX HocuTenen MAOH;

I n BOCCTaHOB/IEHNS paboToCnocobHOCTH

JaHHbIX MOH n C3U;

e.Huposannoro goctyna K MAH 1 npuHATHE Mep;
MM HO 06CCHeucnwo 6e3onacHocTy MAH;
3awnTe MAH B NCIMAOH;

no) C3MnAgn;

;o vln C3NA4n;

criconana NCran.
‘4 3a 0becneyeHue 6esonacHocTy MAH
6e3onacHoctu MAn, obpabartbiBaembix B NCIAH,

nuo o6paboTku MAH - paboTHWK, OTBeYaroLWmii 3a
3uecca 06paboTku MAH.

rve 6esonacHoctn MAH B UCMAOH —paboTHUK,
NbITOCTb

1CMoMb30BaHNA 7 HOpMaibHOe
cnnol'T C3rAan.

- paboTHMK, OTBEYaloLWMiAn  3a NPaBUIbHOCTb
mwycoolTHe.  cTabunbHoe (hYHKLMOHNPOBaHME
rrknl1An.
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5.4.

53.1. Yposo: 3
cooteetcTBne C
1 Hos6ps 2012 T.
JaHHbIX [pn lcmo
n odgopmnse: € By
NnepcoHasibHble /lam NX».

Peanusauus wpas: ' ....p.
3oBateneit UCMAH

54.1. ZTea;" wwy-

NCMAH, ocyn ;<r

cucteme  pgoe ™MT

MALOY Ne : m

YupexaeHus.

5.5.

5.7.

5.8.

5.9.

5.4.2. OcHoBe ;ic
NMOMeLLEH NAK. Ur
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5.4.3. foc—e C] Hen1l
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5.5.1. PaboT;; a>
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5.6.

5.6.1. Oprr e;; "
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cooTBeTCTCa € C«
pabotocrtoce- .: C
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57.1. Opn- Mi
c «Wwucrt mrec
«Cepebps "ar
OpraHutec :ir
581 O -
cooTBeTer ..
MALOY
Yupexge-
OpraHv m

npumkKasom 3,

MAH, obpabatbiBaembix B ICTOH, onpegenseTca B
> [paButensctBa Poccuiickoin degepaunum ot
MepXaeLlll TpeboBaHUIA K 3alyMTe NepcoHaNbHbIX
tOPMAaLLMoNMbIX CUCTEMAX NePCOHAbHBIX LaHHbIX»
Ta 00 onpefeneHns YPOBHA  3aLUWLLEHHOCTU

[H rHM gocT) Na n BBEAEHME OrpaHNYeHUii Ha feiiCTBUS

1; aryertr!5t goctyna, K MAH, obpabaTbiBaeMbiM B
S'TBCTCTBMN C «[10ONIOXKEHNEM O pas3peLlnTenbHONM
WHLLOMHLIX CUCTeMax MNepCoHaNbHbIX AaHHbIX
;Ubl TUe», YTBepXAeHHbIM NpuKa3oM 3aBefytoLero

cpeactea m cuctembl MCIMOH pacnonaratotca B
;  npefenax rpaHuLbl KOHTPOMMPYEMON  30HbI,
OHa YHp: »AETLUA, C MaKCUMaslbHbIM yaaneHnem ot

. OTOpPbTX BefeTca 0b6paboTka MAH, O0CyLLeCTBNAETCA
[ocTyna paboTHWKOB B MOMELLEHUS, B KOTOPbIX
NbIX AaHHbIX B MJIAOY Nedd «CepebpsiHoe
ca3oM 3aKefylonuToYupexaeHus.
;1 X MOCHTCACH ' W H
awnnHermn - racutenammn NAd 8 UCMAH
HV C «[op5Slakom o6palleHmMs COo  ChbeMHbIMU
. abrbX gannsix B MALOY Nedd «CepebpsAHoe
r'om3T CLYTOWNC rMYYpeXxxaeHus.
B rponaTws 1 BoCC'aTTOBNEHNAPabOTOCNOCOOHOCTM
.nammnero obecr netws, 6a3 gaHHbIX MAH 1 C3N.
B HIA C BOWN NoBMeHWs paboTOCnoCO6HOCTU
>panmn.Tx :14H v (.3V B CTTOH ocyllecTBnseTca B
e opraHusauumu C epBnpoOBaHnNA N BOCCTaAaHOBNEHNA
cpefe 3 v paMMHOro obtecneyeHus, 6as3
NHpopMaLLm NHMOPMALMOHHBIX  CUCTEMax
- -0C KOMbITLE», YTBEPXKAEHHO

wwTe k :TC!1 . 'CyLLEeCTBNAETCA B COOTBETCTBUM
‘opmauun B MAAOY Ned4

: 3aBeAYIOLLEro YUpexaeHus.

C' sataute |

*Chnoll TuKa.:

4 W
oH 3-:mnbl 1 WCIAH ocyLlecTB.TAETCA B
;;0 | cann3 H aHTMBMPYCHOM 3annrrbl B
;M- . Wlep  JMIoN NpuKasoM 3aBefyloLLero
C: A1 C3U



nporpammHoro o6ecneveHns n C31 B UCMAH
<8 TKCTHYKUMEH OTBETCTBEHHOIO 3a 06ecneyeHne
:IXB Ww; "op.\r ' WHHbIX CUCTEMAX NEPCOHASbHbIX
HOCKOM, T1t0 (MHCTpyKUMel agMUHKUCTpaTopa
e v ullir : MALOY Ned4 «CepebpsHoe
o' [3ancayoT U YupexaeHus.

1'.. 'T'abatr-"'-embix B ICIOH, npyMeHA0TCA
Crrus.
n A ncrr’ NpoBOAUTCA B COOTBETCTBMU C

minC r[an !’ KymeHTauwuein Ha C3U.
mpoBa-Inoro n V 5ma K MAH 1 NpUHATNE Mep
YcHN- ... K.cnoctm MAH B WCIIAH wnn
co'" ’Tbca  nobble  MHUMAEHTHI
m>Tor;;;cBn7 T
MM HHH 1' HKUWOHMPOBAHHOrO JOCTyna B

JL'rm ! WICLIMOHMPOBAHHOIO f0CTyna B
"m™ rkale
'ma6boTkn MAH;
‘arT.
-MAH;
50 \ -"oaM- Irocobax 3awWmnTbl 1 06paboTKK
'‘'m 6e3onacHoCcTM NPOBOAMTCA B
n : NHLUMAEHTbI MHDOPMaLMOHHOM
.- WbHbIX aHHbIX MALOY Ned4
] : 3aBeflyoLero YupexaeHus.
m' no 6esonacHocTu MAH
me | cneyeHunto 6esonacHoctum MAH
'M  NpoBefeHUss BHYTPEHHEro
~onasibHbIX [aHHbIX B
w YupexaeHus.
T/ICI. GC13H

mpsAaKe K pabote c MAH, HecyT
HAOCTb B COOTBETCTBMM C
‘obecneyeHne COXPaHHOCTU U

acrodwero [lonoxeHusa Ao
no WX peanns3auum Hecet



